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Threats in the EV Charging Ecosystem
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Home Charging Stations



5

What happens when 
the charging station 
(EVSE) is plugged to 
an EV?

5

CCS2 - (European)
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What happens when the vehicle is plugged to an EV?
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Control Pilot (CP) & Proximity Pilot (PP)

Both lines are low-voltage lines used for communication

As soon as the EV detects that the PP is connected, it is ready 

to begin a charging session

Communication between the EV and the EVSE is performed 

using the CP line.

The voltage on the CP line indicates the current state:

● 9V - Connected

● 6V - Request for charge / Charge

● 3V - Charge with ventilation 

● 0V - EV Error

● -12V - EVSE error
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Circuitry 

8



90% → 216 A
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Duty Cycle Available current

5% High Level Communication (HLC)

10% to 85% duty_cycle * 0.6 [A]

85% to 96% duty_cycle * 2.5 [A]

Control Pilot during Charging

9

40% → 24 A

PWM – Pulse-width modulation

Duty Cycle - % of “up” time
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TL;DR

10

Not 
Connected

12V

9V

Connected Charging

Source: IEC-61851-1

6 / 3 V



Commercial Charging
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Open Charge Point Protocol (OCPP)

OCPP is a standard open protocol for 

communication between an EVSE and a Central 

System to manage any charging technique

Central system may manage multiple EVSEs

● Handle billing

● Load management

● Monitoring

● Firmware upgrade 
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What threats could this be exposed to?

These OCPP servers might be reside in the same 

physical location of the grid they manage

Or… they can reside in a remote location, accessible to 

the internet

This server might offer different services on unrelated 

to OCPP such as HTTP/FTP

Let’s tell you a story about that
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Reversing the Android App

Main steps:

1. Get the App from the store

2. Reverse Engineer / Sniff internet traffic

3. Find the backend server

4. Hope it will somehow lead to interesting results

14

Charge Point Operator 
(CPO)OCPP Server

AppEVSE
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CPO Server

Found the CPO server from the App

nmap’d it 

We found something interesting
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Surprise #1 - CPO == OCPP
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IP 1.2.3.4

CPO ServerOCPP Server

AppEVSE
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Surprise #2 - Spring Boot
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Heap dump
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Heap dump

20
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Impact

2121212121

The Charge Point Operator backend (CPO) 
controls the Charging Stations it manages:

1. Firmware upgrade

2. Dictate power supply 

3. Potentially allow free charging! 
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Recap – CPO EVSE communication
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What happens between the vehicle and the charging station?

23

Main difference – more information requires



90% → 216 A
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Duty Cycle Available current

5% High Level Communication (HLC)

10% to 85% duty_cycle * 0.6 [A]

85% to 96% duty_cycle * 2.5 [A]

High Level Communication

24

40% → 24 A 5% → HLC
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Phase 1 - MAC Discovery

25

MAC Discovery

SLAC

PLC
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Powerline communication (PLC)
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SLAC

PLC
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Back to the Control Pilot 
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SLAC

PLC
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Signal Level Attenuation Characterization (SLAC)

28

PLC PLC

PLC PLC

Cross talk

PLC

SLAC



PLC PLC

PLC PLC
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Signal Level Attenuation Characterization (SLAC)

29

Cross talk

min(EVSE#1, EVSE#2)

PLC

SLAC
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Open PLC Utils

30

Qualcomm offers PLC testing tools for their customers

Their tools are based on an open-sourced driver software which still exists in GitHub and used in various 

other PLC applications not directly linked to Qualcomm
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Open PLC Utils

The open source package also offers an implementation for the SLAC protocol

31

PLC

SLAC
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Open PLC Utils

32

PLC

SLAC

EV MAC Address Number Array of values
Array Size

Which contained a trivial buffer overflow in the SLAC protocol
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Open PLC Utils

Which contained a trivial buffer overflow in the SLAC protocol

33

PLC

SLAC

AAG -> Stack Based buffer of size 58
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Open PLC Utils - Summary

Mostly used by PLC testing tools

Issue reported to Qualcomm and fixed on May on their commercial product

CVE is issued CVE-2025-27071

34

PLC

SLAC
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Phase 2 - IPv6 Discovery
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MAC identified 

IPv6 Discovery

SECC Discovery Protocol (SDP)

V2GTP

UDP

IPv6/ICMP6

PLC

MAC Discovery

SLAC

PLC
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V2G Transport Protocol (V2GTP)

36

UDP

IPv6/ICMP6

PLC

SDP

V2GTP
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EVerest

EVerest is a Linux Foundation backed open-source modular framework for setting up a full stack 

environment for EV charging
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EVerest

A faulty boundary check allows an attacker to bypass the check 

and overflow the process memory with arbitrary data

Leading to possible remote code execution from the charge port
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Fixed 8Received length
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CVE-2024-37310

39

FFFF FFFF

0000 00070000 2000

+8

> =

Payload_length = FFFF FFFF

Integer overflow to 7

Check is bypassed

recv() unlimited bytes to the 

heap bufferrecv(              )FFFF FFFF
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EVerest

40

recv(conn, dst[8192], 0xFFFFFFFF )



41

EVerest vulnerability

Reported to EVerest maintainers which responded quickly

Registered CVE-2024-37310 (Critical 9.0)
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SECC Discover Protocol (SDP)

42

TLS - Yes / No

Protocol - TCP / UDP

TLS Response

Protocol Response

IPv6 Address

Port

Service Discovery Request

Service Discovery Response

UDP

IPv6/ICMP6

PLC

V2GTP

SDP
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Phase 3 - V2G

43

MAC Discovery IPv6 Discovery V2G

SLAC

PLC

SECC Discovery 
Protocol (SDP)

V2GTP

UDP

IPv6/ICMP6

PLC

MAC identified IPv6 identified 

EXI

V2GTP

TCP/UDP

IPv6/ICMP6

PLC

V2G Messages
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Efficient XML Interchange (EXI) 

Binary serialization of XML documents between the two parties 

● Compact 

● Reduced payload on-the-wire

● Schema based (XML) so 

decoders are efficient 
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V2GTP

IPv6/ICMP6

PLC

V2G Msg

EXI

TCP/UDP
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V2G Messages

45

The client (EVCC) initiates requests for the server (EVSE) which returns a corresponding 

message response message.

All messages types and structures are defined in the XML schemas of 

ISO-15118 / DINSPEC-70121

V2GTP

IPv6/ICMP6

PLC

EXI

V2G Msg

TCP/UDP

SessionSetupReq

SessionSetupRes
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Protocol Stack

46

{

"Header": {

"SessionID": "1337133713371337"

},

"Body": {

"SessionSetupRes": {

"ResponseCode": 1,

“EVSEID”: “AAAAAAAAAA”

}

}

} Protocol Length

Payload Type

Payload Length

80 9a 02 04 cd c4 

cd c4 cd ...

EXI Encoding

V2GTP Header EXI Binary 

TCP/UDP

V2G Message
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EXI & V2G

EXI and V2G are tightly coupled

V2G Messages are defined by an XML 

schema which is used when EXI decoding

DIN and ISO define messages the same 

way, but not all of them
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EXI Decoder

Bytes stream

A. Namespace DIN

B. Namespace ISO2

V2G XML 
Document
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<xs:element name="ServiceDiscoveryRes" type="ServiceDiscoveryResType" 

substitutionGroup="v2gci_d:BodyElement"/>

<xs:complexType name="ServiceDiscoveryResType">

<xs:complexContent>

<xs:extension base="v2gci_d:BodyBaseType">

<xs:sequence>

<xs:element name="ResponseCode" type="v2gci_t:responseCodeType"/>

<xs:element name="PaymentOptions" type="v2gci_t:PaymentOptionsType"/>

<xs:element name="ChargeService" type="v2gci_t:ServiceChargeType"/>

<xs:element name="ServiceList" type="v2gci_t:ServiceTagListType" minOccurs="0"/>

</xs:sequence>

<xs:element name="ServiceDiscoveryRes" type="ServiceDiscoveryResType" 

substitutionGroup="BodyElement"/>

<xs:complexType name="ServiceDiscoveryResType">

<xs:complexContent>

<xs:extension base="BodyBaseType">

<xs:sequence>

<xs:element name="ResponseCode" type="v2gci_t:responseCodeType"/>

<xs:element name="PaymentOptionList" type="v2gci_t:PaymentOptionListType"/>

<xs:element name="ChargeService" type="v2gci_t:ChargeServiceType"/>

<xs:element name="ServiceList" type="v2gci_t:ServiceListType" minOccurs="0"/>

</xs:sequence>

DIN

ISO



4949

<xs:element name="ServiceDiscoveryRes" type="ServiceDiscoveryResType" 

substitutionGroup="v2gci_d:BodyElement"/>

<xs:complexType name="ServiceDiscoveryResType">

<xs:complexContent>

<xs:extension base="v2gci_d:BodyBaseType">

<xs:sequence>

<xs:element name="ResponseCode" type="v2gci_t:responseCodeType"/>

<xs:element name="PaymentOptions" type="v2gci_t:PaymentOptionsType"/>

<xs:element name="ChargeService" type="v2gci_t:ServiceChargeType"/>

<xs:element name="ServiceList" type="v2gci_t:ServiceTagListType" minOccurs="0"/>

</xs:sequence>

<xs:element name="ServiceDiscoveryRes" type="ServiceDiscoveryResType" 

substitutionGroup="BodyElement"/>

<xs:complexType name="ServiceDiscoveryResType">

<xs:complexContent>

<xs:extension base="BodyBaseType">

<xs:sequence>

<xs:element name="ResponseCode" type="v2gci_t:responseCodeType"/>

<xs:element name="PaymentOptionList" type="v2gci_t:PaymentOptionListType"/>

<xs:element name="ChargeService" type="v2gci_t:ChargeServiceType"/>

<xs:element name="ServiceList" type="v2gci_t:ServiceListType" minOccurs="0"/>

</xs:sequence>

DIN

ISO
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<xs:complexType name="ServiceTagListType">

<xs:sequence>

<xs:element name="Service" type="ServiceType" 

maxOccurs="unbounded"/>

</xs:sequence>

<xs:complexType name="ServiceListType">

<xs:sequence>

<xs:element name="Service" type="ServiceType" 

maxOccurs="8"/>
</xs:sequence>

</xs:complexType>

<xs:element name="ServiceList" type="v2gci_t:ServiceTagListType" minOccurs="0"/>

<xs:element name="ServiceList" type="v2gci_t:ServiceListType" minOccurs="0"/>

DIN

ISO



Establish 
connection
& Present 
itself as an EV
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Attack Illustration

51
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Malicious 
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DINSPEC-70121
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Conclusion

Implementing CPOs should be 

done with security in mind

● Secure endpoints

● Limit public exposure to 

OCPP servers

● Least privilege principle 

Usage of 3rd party tools must 

be used with the necessary 

caution in mind

● Maintained and trusted 

projects

● Vulnerability 

management (CVE)

Security Controls on ECUs

● Find the match between 

the standard and your 

hardware capabilities 

● Exploit mitigations in the 

embedded environment 

(Stack protection, MPU)

OCPP SLAC / V2GTP EXI
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Thank you

Meet us at booth 11
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