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Briefer

John Sheehy

SVP, Research and Strategy

Bio: John has overseen multiple projects delivering identity 

management, threat modeling, industrial control systems security, risk 

assessment, security policy, secure device design, and incident & 

breach simulation and response services. His experience includes 

over 20 years of system architecture, systems integration, and 

information security experience working in Enterprise Architecture, 

Identity & Access Management, Vulnerability & Threat Management, 

Operations Technology, Security Strategy, Systems Architecture, and 

Hardware/Application Security domains.

He currently leads IOActive’s research program, corporate strategy, 

and service offering development. He spent two years as Acting CISO 

of IOActive.

john.sheehy@ioactive.com
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Lead Researcher

Gabriel Gonzalez Garcia

Director of Hardware Security

Bio: Gabriel has completed hundreds of projects involving reverse 

engineering, code review, integrated hardware and software 

penetration testing. His areas of focus in technologies are hardware 

and embedded systems. However, he has special interests in low-

level attack vectors including fault-injection and side-channel analysis 

and also exploring novel attack pathways. He applies these skills to 

work in the automotive, aircraft, smart grid, SATCOM, ATM, IOT, and 

utility industries in addition to others.

Gabriel also has presented a considerable amount of original 

cybersecurity research at major conferences including Black Hat 

Europe. He’s passionate about making our cyber world safer.

gabriel.gonzalez@ioactive.com

@2025 IOActive, Inc. All Rights Reserved.

mailto:Josep.rodriguez@ioactive.com


5

Bottomline Up Front

Gabriel was able to get code execution on target drone using fault 
injection attack vector

Target Drone had a strong cybersecurity posture

Code execution allows for modification of firmware image

Attack demonstrates potential consequences for embedded 
systems

@2025 IOActive, Inc. All Rights Reserved.
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Background: Project

• Project Timeline
– Started in 2022

– Completed Responsible Disclosure in May 2023

– Results published in June 2023

• Blogs
– https://ioactive.com/drone-security-fault-injection-attacks-gabriel-gonzalez/

– https://ioactive.com/applying-fault-injection-to-the-firmware-update-process-of-a-drone/

– https://ioactive.com/hed-hack-the-sky-adventures-in-drone-security-gabriel-gonzalez/

• Whitepaper
– https://ioactive.com/drone-security-fault-injection-attacks-gabriel-gonzalez/

@2025 IOActive, Inc. All Rights Reserved.
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Background: Low-level Hardware Attacks

• Blog

– https://ioactive.com/threat-brief-
low-level-hardware-attacks/

• eGuide

– https://info.ioactive.com/acton/fs/b
locks/showLandingPage/a/34793/
p/p-009c/t/page/fm/0

@2025 IOActive, Inc. All Rights Reserved.
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Goals of the Project

• Break security mechanisms of commercially available 

Drones

• Use a target device with good security posture

• Demonstrate code execution and/or leakage of 

cryptographic secrets

@2025 IOActive, Inc. All Rights Reserved.
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What was achieved?

• Side-Channel Attacks against Firmware Upgrade is 

likely unfeasible

• Code Execution demonstrated using Fault Injection 

against Firmware Upgrade Process

• No Drones were hurt during the process

@2025 IOActive, Inc. All Rights Reserved.
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Project stages

Executing Executing Fault Injection Attacks

Performing Performing Side Channel Analysis

Identifying Identifying potential attack vectors

@2025 IOActive, Inc. All Rights Reserved.
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Security of a UAV

• Drones/UAV are becoming increasingly more important

• Varying levels of security

• Latest versions of top brands have improved security

• Target for this project: DJI Drones

@2025 IOActive, Inc. All Rights Reserved.
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Attack Vectors

WiFi

OcuSync

@2025 IOActive, Inc. All Rights Reserved.
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OSINT

Online 
community 
around DJI 
Drones

https://github.com/o-gs/dji-firmware-tools

Mattermost 
channel

https://drone-hacks.com/birdmap

@2025 IOActive, Inc. All Rights Reserved.
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Setting up Testing environment

Identify the right model

Debugging access is key in this stage

It will help moving faster: BlackBox vs 
WhiteBox

@2025 IOActive, Inc. All Rights Reserved.
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Setting up the Testing Environment

@2025 IOActive, Inc. All Rights Reserved.
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Setting up Testing environment

• Make the PCB run as stand-alone device

• Problem: The unit reboots every few seconds

• Solution: Big fan

@2025 IOActive, Inc. All Rights Reserved.
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Identifying Assets

The goal is to get access to the latest firmware

Distributed firmware files are signed and 
encrypted

Study feasibility of applying side-channel 
attacks

@2025 IOActive, Inc. All Rights Reserved.
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Setting up Testing environment

@2025 IOActive, Inc. All Rights Reserved.
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Setting up Testing environment

• Identify the right binary

• Signature verification

• Create custom upgrade packages

@2025 IOActive, Inc. All Rights Reserved.
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Setting up Testing environment

• Side Channel Analysis 

– Power Consumption Leakage

– EM Radiation Leakage

@2025 IOActive, Inc. All Rights Reserved.
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Side Channel with Inspector

• Setting XYZ station

@2025 IOActive, Inc. All Rights Reserved.
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Side Channel with Inspector

• Trace generation setup on controlled environment

Generate 

Random 

Package

Initiate

Firmware

Update

Record

Data

@2025 IOActive, Inc. All Rights Reserved.



23

Side Channel: Conclusion

• What else is needed to success in real life?

@2025 IOActive, Inc. All Rights Reserved.
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Side Channel with Inspector

• Trace generation setup on a real environment

Generate 

Random 

Package

Initiate

Firmware

Update

Record

Data

Bypass

Signature

@2025 IOActive, Inc. All Rights Reserved.
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Second Approach

• Focus on the software update process

• Study Riscure’s trick to alter instructions

• Execute Attack on our target Drone

@2025 IOActive, Inc. All Rights Reserved.
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Analyze Approach

• Targeting Software update 

mechanism

• Copies hundreds of 

MegaBytes over USB

• Large number of Load and 

Store Operation

@2025 IOActive, Inc. All Rights Reserved.
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Setting up Testing environment

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection Attack

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection Attack

• Fault Injection Setup

0x41414141 

Package
Initiate

Firmware

Update

Continuos

Glitching

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection with FiPy

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection with FiPy

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection Attack
Program received signal SIGSEGV, Segmentation fault.

0x2a002f44 in ?? ()

#0  0x2a002f44 in ?? ()

#1  0x2a000f5a in ?? ()

#2  0x2a0011de in ?? ()

#3  0x2a000b04 in ?? ()

#4  0xb6f9b42c in __libc_init () from /system/lib/libc.so

#5  0x2a00099c in ?? ()

Backtrace stopped: previous frame identical to this frame (corrupt stack?)

r0       0x41414141  1094795585

r1       0x41414141  1094795585

r2       0xbefff6dc  3204445916

r3       0x41414141  1094795585

r4       0x41414141  1094795585

r5       0xbefffbc4  3204447172

r6       0x85242d9a  2233740698

r7       0xbefff6f0  3204445936

r8       0xb6b4e008  3065307144

r9       0xb6b4e1e8  3065307624

r10       0xbefffad0  3204446928

r11       0x2d7160  2978144

r12       0xbefff6ec  3204445932

sp       0xbefff6c8  0xbefff6c8

lr       0xde  222

pc       0x2a002f44  0x2a002f44

cpsr      0x60000030  1610612784

• After a couple of weeks 

of trials an exploitable 

glitch was recorded

• Using GDB it was 

easier to debug the 

corrupted code

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection Attack

r0       0x41414141  1094795585

r1       0x41414141  1094795585

r2       0xbefff6dc  3204445916

r3       0x41414141  1094795585

r4       0x41414141  1094795585

• Original Code

• State of the registers 

after successful glitch

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection Attack

• The original instruction encoding is:

LDM R7!, {R0, R1}  0300B7E8

• Potential modified instruction:

LDM R7!, {R0, R1, R3, R4} 1B00B7E8

• The glitch was able to modify one byte by flipping two 
consecutive bits

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection Attack

• Modified code would look like this

Loc_2F40

MOV R7, R2

LDM R7!, {R0, R1, R3, R4}

STR R0, [R3]

STR R1, [R3, 4]

ADDS R3, #8

CMP R7, R12

MOV R2, R7

BNE loc_2F40

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection Attack

• Payload would look like this

Data 0 Data 1 addr 0,1 not used

Data 2 Data 3 addr 2,3 not used

Data N-1 Data N addr N-1,N not used

@2025 IOActive, Inc. All Rights Reserved.
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Fault Injection Attack

• Attack Flow

Custom 

Payload 

Package

Initiate

Firmware

Update

Continuos

Glitching

@2025 IOActive, Inc. All Rights Reserved.
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